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CLAIMS: 



1 . An electric or electronic circuit arrangement (100) for protecting at least a chip 

arrangement (200), forexan^le, at least yfsemiconductor) chip arrangement, particula^ 
least a controller chip arrangement for ^hip card or smart card, from manipulation and/or 
abuse, characterized by 

at least one, particula^ optosensitive detector unit (10), whose output voltage 
(Vout) is a measure of the incidence of light (Li) on the detector unit (10), and 

at least one compm-ator unit (20) preceded by the detector unit (10) provided 
comparing the output volta/e (Vout) of the detector unit (10) vsdth a reference voltage 
(Vref), wherein the data and/dr functions of the chip arrangement (200) to be protected can be 
temporarily or permanentlWobstructed and/or erased (L) and/or blocked (S) and/or 
interrupted in the case of s failure message occurring during comparison of the output voltage 
(Vout) of the detector unu (10) with the reference voltage (Vref). 



2. A circmt arrangement (100) as claimed in claim 1, characterized in that the 

detector unit (10) is arranged 

underneath the surface of the chip arrangement (200),^5articular underneath 
at least ah oxide layer of the chip arrangement (200), and/or 

subitantially in the plane of the data and/or functions to be protected. 



3. A circuit 

the detector unit (10) co 
pnp transistor. 




nt (100) as claimed in claim 1 or 2, characterized in that 
least one bipolar transistor (12), particularly at least one 



4. A drcuit arrangement (100) as claimed in claim 3, characterized in that the 

detector unit QfO) is constituted by a plurality or a large number of spatially arranged bipolar 
transistors^ 2). 



PHDE010005 



11 



# 



14.12.2001 



5. . A circuit arrangement (100) as claimed in any^^ne of claims 3 to 4, 
characterized in that the emitter (124) of the bipolar transistor /l 2) is connected to the input 
(22), provided for the output voltage (Vout), of the comparator unit (20). 

6. A circuit arrangement (100) as claimed in any one of claims 3 to 5, 
characterized in that the emitter (124) of the bipolar transistor (12) is connected to at least a 
power supply voltage (Vdd) via at least a power supplwesistor (14). 

7. A circuit arrangement (100) as claimed in any one of claims 3 to 6, 
characterized in that the collector (126) of the bipolar transistor (12) is connected to ground 
potential via at least a reference resistor (16). 

8. A circuit arrangement (lOO/as claimed in any one of claims 3 to 7, 
characterized in that the junction betwe«i the base (122) of the bipolar transistor (12) and the 
collector (126) of the bipolar transist^ (12) is provided for absorbing the light incident on the 
detector xmit (10). 

9. A circuit arrangi^ent (100) as claimed in any one of claims 1 to 8, 
characterized in that the outpdit voltage (Vout) of the detector unit (10) depends on the 
wavelength and/or the intensity of the incident light (Li). 

10. A circjnt arrangement (100) as claimed in any one of claims 1 to 9, 
characterized in ths 

at least an evaluation unit (30) is implemented and/or integrated in the 
comparator uniy(20), or ^ 

4he comparator unit (20) precedes at least an evaluation unit (30). 



11. A circubwrangement (100) as claimed in claim 10, characterized in that the 

valuation imit (30)^enerates the failure message when the output voltage (Vout) of the 
detector unit (1 (Mr deviates from the nominal range. 



12. A circuit arrangement (100) as claimed in any one of claims 1 to 1 1, 

characterized in that Of 

the workMg point of the detector unit (10) and/or 
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the threshoj^alue of the reference voltage (Vref) is adjustable. 

13. A circuit arrangement (100) as claimejiin any one of claims 1 to 12, 
characterized in that at least a dielectric coatin&/fJarticularly an msulation layer and/or 
passivation layer and/or a further protectiw^ating which is provided for protecting the chip 
arrangement (200) from extemal influcEfee^^d preferably cannot be easily removed is 
arranged within the chip arrangem^ilt (200) and/or laterally to the chip arrangement (200) 
and/or on the chip arrangemenJ/(200). 

14. A circuit arrangement (100) as claimed in claim 13, characterized in that the 
aterial of the dielectric coating is erioxy resin or silicon nitrite (SiN02) or silicon dioxide 
iOi), or other insulating materials used in the manufacture of semiconductors. 



15. A circuit arrangjement (100) as claimed in claim 13 or 14, characterized in that 

the material of the dielectricicoating is substantially opaque. 



16. A circuit arrangement (100) as claimed in apfy one of claims 1 to 15, 
characterized in that the chip arrangement (200) is arr^^ed on at least a particularly layered 
carrier substrate of a semiconducting or insulating njdterial. 

17. A circuit arrangement (100) as^aimed in any one of claims 1 to 16, 
characterized in that the circuit arrangement (100) is implemented and/or integrated in at 
least a card, particularly in at least a chip card or in at least a smart card. 

18. A card, particujarl/a chip card or smart card, comprising at least an electric or 
electronic circuit arrangemenwi^ as claimed in any one of claims 1 to 1 7. 



19. A chip aiT^gement (200), for example a (semiconductor) chip arrangement, 

particularly a controU^ chip arrangement for a chip card or smart card, the chip arrangement 
comprising 

at/east one, preferably a plurality or a large number of particularly 
optosensitive detector xmits (10) as claimed in any one of claims 1 to 20, and 

at least a combination logic unit (40) for combining the detector units (10). 
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20. ' A chip 

combination logic 
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^ent (200) as claimed in claim 19, characterized in that the 
(50) is connected to at least a control logic xmit (50). 



21 . A chip arrangement (2pd) as claimed in claim 19 or 20, characterized in that 

the combination logic xmit (40) i^^panected to at least a particularly electrically erasable 
storage unit (60). 
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22. A chip arrangement (200^rfs claimed in claim 21 , characterized in that the 

torage unit (60) is constituted by aU^st an EEPROM storage unit (60') (EEPROM = 
Electrically Erasable ProgrammaJfef(e Read-Only Memory), and the data and/or functions of 
the chip arrangement (200) to/be protected are erasable (L) when a failure message by means 
of the EEPROM storage uj^ (60') occurs particularly during comparison of the output 
voltage (Vout) of the det^tor unit (10) with the reference voltage (Vref). 



23. 
that 



A chip arrangement (200) as claimed in claim 20, 21 or 22, characterized in 




the storage unit (60) is arrang^ between the combination logic unit (40) and 
the control logic unit (50), and 

the access to the data a^or functions of the chip arrangement (200) to be 
protected can be blocked by blockij^ (S) the storage unit (60) when a failure message occurs 
particularly during comparison the output voltage (Vout) of the detector unit (10) with the 
reference voltage (Vref). 



24. A chip arrangement (200) as claimed in any one of claims 1 9 to 23, 

25 characterized in thaUUie chip arrangement (200) can be permanently short-circuited via the 
power supply volmge (Vdd), particularly via the power supply terminals of the chip 
arrangement (2u0). 



25. A method o^jfotecting at least a chip arrangement (200), for example at least 

(semiconductor) chip a^angement, particularly at least a controller chip arrangement for a 
chip card or smart carc^rom manipulation and/or abuse, characterized in that 

an ouwat voltage (Vout) determined by light (Li) incident on the detector unit 
(10) is generated in^t least a particularly optosensitive detector unit (10), particularly in at 
least a bipolar trajfsistor (12); 
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. - the output voltage (Vn^ of the detector unit (10) is compared with a reference 

voltage (Vrcf) in at least a comparajifor unit (20) preceded by the detector unit (10), and 

the data and/or fonctions of the chip arrangement (200) to be protected are 
mporarily or permanently dfetructed and/or erased (L) and/or blocked (S) and/or 
terrupted when a failure message is generated during comparison of the output voltage 
(Vout) of the detector uni^lO) with the reference voltage (Vref). 

26. A metMod as claimed in claim 25, characterized in that the light incident on the 
detector vmit (10) isisubstantially absorbed by means of the junction between the base (122) 
of the bipolar transastor (12) and the collector (126) of the bipolar transistor (12). 

27. A method as claimed in claim 2^r 26, characterized in that the failure 
message is triggered in the comparator imit (2)0) when the output voltage (Vout) of the 
detector imit (10) deviates from the nominam'ange. 

28. A method as claimed in any one of claims 25 to 27, characterized in that the 
triggering of the failure message is adji^ted by means of 

the working point of tl^ detector unit (10) and/or 
the threshold value cff the reference voltage (Vref). 

29. A method as claJmed in any one of claims 25 to 28, characterized in that the 
failure message is generated in at least 

an evaluatiqp unit (30) implemented and/or integrated in the comparator unit 

(20), or 

an evalu&tion unit (30) preceded by the comparator unit (20). 

30. i^^npthod as claimed in any one of claims 25 to 29, characterized in that at 
least a control logic unit (50) cormected to at least a combination logic unit (40) provided for 
combining theyfletector units (10) is temporarily blocked (S) when the failure message is 
triggered. 



31. \ ^ method as claimed in any one of claims 25 to 29, characterized in that at 

least an electrically erasable storage unit (60) arranged between at least a combination logic 
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miit (40) provided for combining t)^detector units (10) and at least a control logic unit (50) 
is permanently blocked (S) w^^the failure message is triggered. 

32. A methods claimed in claim 31, characterized in that the control logic unit 

(50) is temporarily o^ermanently blocked (S) by means of at least a "reset" (RS). 



33. A method as claimed in any one of claiin^5 to 29, characterized in that a 

particularly once-electrically programmable storagC/tmit (60) connected to at least a 
combination logic lonit (40) provided for comj^fmg the detector xmits (10) is permanently 
blocked (S) when the failure message is tri^(gered. 



A method 
oltage (Vdd) is short-* 
upply terminals of 




med in claim 33, characterized in that the power supply 
by means of the storage unit (60), and particularly the power 
arrangement (200) are short-circuited. 




35. A method as claime4/fii any one of claims 25 to 29, characterized in that the 

data and/or functions to be protejz^ed are erased (L) in an EEPROM storage unit (60') 
(EEPROM = Electrically Era^&ble Programmable Read-Only Memory) connected to at least 
a^ombination logic unit |^^g)provided for combining the detector units (10) when the failure 
message is triggered. 



